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Modern cybersecurity threats have evolved into very effective 
disinformation campaigns and destructive ransomware.



Speaker Description
• Retire USAF Intelligence Officer
• Over 25 years in Cybersecurity

Cyberwarfare: The New “Colder” War:
Agenda:
• Cyberwarfare: What is it?
• Digital Marketing & Consumer Behavior
• Disinformation Operations
• Lessons from the 2019 Canadian Elections
• “So what do we do?”



What is Cyberwarfare?
• Cyberwarfare is an extension of nation state policies
• Another means to achieve political objectives 
• Unlike the Cold War: 
• No Détente. There is no international agreement 

on what limits a cyber-attack would have to 
exceed in order to trigger a conventional war. 
• No MAD. There is no expectation of “Mutually 

Assured Destruction” among the attackers. Attack 
skills and vulnerability will vary among the players. 
• Anonymity. Nation state actors in the cyber world 

will act far more aggressively and destructively 
when the attack can’t be attributed to any actor. 



What are the 4 elements 
of Cyberwarfare?

• Modern Espionage - Advanced Persistent Threat (APT)
• Low-cost, low risk, high-return espionage. 
• Examples:
• APT-28 Fancy Bear – Democrat National Committee Attack 

of 2016
• APT 29 Cozy Bear – Phishing expertise

• Data Exfiltration – Steal Information
• Enterprise Intellectual Property
• Personal Identifiable Information (PII), Financial Data
• Government Data

• Data and Infrastructure Destruction (computing and physical)
• A level playing field for smaller countries; e.g. N Korea
• Low barriers to entry for any player - Ransomware

• Disinformation Operations – Modern propaganda but much 
more effective



Who Are The Actors?

• Nation States –
• Usually a part of the national intelligence 

operations
• Offensive capabilities is generally part of the 

military
• Nation state defense is part of a civilian ministry 

• 3rd Party Operators –
• On contract to the nation state actors
• Harder to trace to a particular nation state

• Political Sympathizers –
• More loosely affiliated 
• Even harder to trace to a nation state



Modern Espionage 
Firewall blocking report

• City of Seattle receives 
200,000 attacks per month

• Province of British Columbia 
receives 20 million attacks per 
month

• Note all the 443 attacks. If you 
are not doing SSL inspection, 
then your Threat Hunting team 
is blind to most attacks



Data Exfiltration

https://www.cnbc.com/2019/02/13/equifax-mystery-where-is-
the-data.html

https://www.cnbc.com/2019/02/13/equifax-mystery-where-is-the-data.html


Data Exfiltration
• Solarwinds attack = 3rd Party Software attack.
• This isn’t just about Solarwinds; This could be any IT Vendor
• Ask: “Can this happen here?”
• What controls do we have in place that would prevent this type of attack?
• Do we have a secure dev and build environment?
• Do we have a secure code repository that is monitored and requires 2FA with 

attribution before code could be checked in?
• Do we require a secure dev and build environment from our vendors? 

Is it part of our 3rd party agreements?
• Update your TPRM, and 3rd party agreements
• Require your IT vendors to code-sign their security patches



Data Exfiltration

US Treasury: Yellen warns of 'explosion' of cybercrime risk - BBC 
News

• US Treasury Secretary Janet Yellen has warned of an “explosion of 
risk” from criminals using digital technologies.
• “We’re living amidst an explosion of risk related to fraud, money laundering, 

terrorist financing, and data privacy.

• “As the pandemic has moved more of life online, crime has moved with it. 
We’re seeing more – and more sophisticated – cyberattacks aimed at 
institutions that hold up our society: hospitals, schools, banks and even our 
government,” she said.

https://www.bbc.com/news/business-56021100


Data Destruction

NotPetya attack is widely thought to have been carried 

out by Russia, an allegation Moscow denies.

On October 24th, Bad Rabbit targets Windows 
machines, impersonating as an Adobe Flash 
update. The cyber attack has seen computers go 
down in Russia, Ukraine, Germany and Turkey.The majority of BadRabbit's victims 

were in Russia

“The new Cold War with less rules”



Digital 
Marketing and 
Consumer 
Behavior



Today’s Marketing 
Technology

• To determine, predict, and manipulate 
consumer preferences and behavior
• Consumer online tracking
• Scanning of user’s data in the 

cloud.
• Big data analytics
• AI (Artificial Intelligence)
• Face identity recognition
• Voice identity recognition
• News feeds based on previous 

online activity
• Targeted marketing algorithms

Disinformation operations use the same 

methods to tailor your news specifically to you.We are not all seeing the same news or 
even the same facts!



Today’s Consumer Digital Behavior

All your activity is tracked for marketing purposes

Internet/WIFI 
• 24/7 connected devices

• Instant online news
• Email, Instant Messaging, forwarding social media articles solely 

based on headline (“Without ever reading the article”) 
• Arguing politics with people you don’t even know on social media
• Netflix
• Cloud storage 
• Smartphone eCommerce any time of day or night 

• Online accounts: banking, health, youth sports, etc.
• Personal email address as account name? 
• How many consumers use the same account name and password 

for banking and social media? (Fix this tonight!)



Disinformation 
Operations



Disinformation

• Disinformation is to confuse not to convince. 
Could be true but not the full story  
• Cherry Picked Facts
• Half Truths 
• Political Bias News (CNN vs FOXNews)

• Misinformation is Fake News or False 
information
• QAnon
• Facebook, YouTube  
• Conspiracy Theories –e.g. 5G causes 

COVID-19



Disinformation Example
Had the Titanic sunk today…
• CNN would report that 1500 people 

perish due to poor maritime standards
• FOX News would report that 700 

people are rescued due to the heroics 
of the crew.

• The CNN and FOX viewers don’t realize that they have 
different facts and therefore cannot have a meaningful 
discussion.

• Neither do they realize that they were not told how many 
total people were on the boat, so they have no context 
for the fact they were presented



Geopolitical influence on Public Opinion 

• Hostile Nation States are using AI to manipulate your personalized news 
sources. We are not all seeing the same news in our feeds.
• Nation states are using Disinformation Operations against trusted 

democratic institutions and it is working. 

• This modern propaganda that is so tailored to the 
individual user that it becomes that persons’ reality. 

• Our political leaders are not trained to counter this threat 
and will struggle to discover truth from fiction.
• Note the poorly crafted questions asked at the Zuckerberg 

hearings.



Media Bias 
and Factual 
News
Static MBC - Ad Fontes Media

https://www.adfontesmedia.com/static-mbc/


Geopolitical Threats to our Democracy – Russian 
Disinformation Operations   
• “The most aggressive and the most direct" the Russians 

ever mounted -- a new frontier which allowed Putin to 
"strike at the heart of American democracy.“

- James Clapper, former Director of National Intelligence, 2017

• Russian cyber campaign architects didn't expect it to 
actually sway the outcome of the 2016 election
• "Putin's Revenge" makes clear that it worked beyond even 

its mastermind's wildest dreams.
• https://www.cnn.com/2017/10/25/entertainment/putins-

revenge-frontline-review/index.html
• https://www.pbs.org/wgbh/frontline/interview-collection/the-

putin-files/

https://www.cnn.com/2017/10/25/entertainment/putins-revenge-frontline-review/index.html
https://www.pbs.org/wgbh/frontline/interview-collection/the-putin-files/


Disinformation Operations
In 2016 a conspiracy theory about a murdered Democratic National 
Committee staffer that was repeatedly brought up on Fox News and 
by allies of President Donald Trump was planted and promoted by 
Russian intelligence. APT 28 Fancy Bear)
• A former assistant U.S. attorney told Yahoo that U.S. intelligence 

officials found Russia had planted and fomented the theory.
https://www.nbcnews.com/news/amp/ncna1027826

“Lock her up!”
“Killary”

https://www.theatlantic.com/magazine/archive/2020/06/putin-american-democracy/610570/

https://www.nbcnews.com/news/amp/ncna1027826


Lessons Learned 
from the 2019 
Canadian 
Elections



Learning from the Canadian 
National Elections in October 2019

• Federal parties being warned of efforts by 6 foreign 
countries to influence election
• China, India trying to promote sympathetic candidates, 

say government and intelligence sources
CBC News · Posted: Sep 16, 2019 

Dozens of Canada's MPs have trackers installed on their 

websites that could allow them to target visitors for 

election ads. (Jonathan Hayward/Canadian Press)

CBC News · Posted: Sep 10, 2019 

At a hearing in Ottawa, a Facebook representative said that false 

or misleading videos of Canadian politicians would not be 

removed from the platform should they surface during the 

election campaign — unless those videos violate the site's 

community standards.  

CBC News · Posted: May 29, 2019



Fake News

An online disinformation campaign believed to originate from Iran tried 
to get Canadian media to amplify fake news, a CBC/Radio-Canada 
analysis has found. And in at least one instance, it was successful.

CBC News · Posted: May 24, 2019 



• Robo call number 
sequencing last year in 
Canada

• Expect to see Robo SMS 
messaging for phishing 
in the US

Robo Calling, Robo SMS Messaging



Geopolitical Threats: Predictable Citizen 
Online Behavior
• “Research has shown that 6 out of 10 of us will share an article 

just based on its title, which means in all of those cases, we're 
prone to fall for a hoax” 

“April Fools Day is the one day of the year where people critically evaluate what they 
read on the internet before accepting it as true.”  – Will Rogers

• Click bait sells ads. That is how the internet based information 
model works
• https://www.washingtonpost.com/news/the-intersect/wp/2016/06/16/six-in-10-of-you-will-share-this-link-without-

reading-it-according-to-a-new-and-depressing-study/?noredirect=on

Poll finds 90% of Canadians have fallen for fake news 

Facebook, Twitter, Instagram block Trump’s accounts 

after the Capital attack; he violated section 230 of the 

Telecommunications Act of 1996 by promoting 

violence. 

http://www.washingtonpost.com/news/the-intersect/wp/2016/06/16/six-in-10-of-you-will-share-this-link-without-reading-it-according-to-a-new-and-depressing-study/?noredirect=on
https://www.washingtonpost.com/news/the-intersect/wp/2016/06/16/six-in-10-of-you-will-share-this-link-without-reading-it-according-to-a-new-and-depressing-study/?noredirect=on


Social Media Threats to Democracy 
Governments are calling for regulation because citizens 
can no longer distinguish truth from disinformation  

Citing U.S. social media failings
• https://www.bloomberg.com/news/articles/2019-04-14/china-

wins-allies-for-web-vision-in-ideological-battle-with-u-s
• Facebook, Twitter and YouTube were used to manipulate the 2016 

& 2018 U.S. elections.
• YouTube was criticized for failing to detect child porn and 

conspiracy theories
• American social media allowed a gunman to live-stream the worst 

mass shooting in New Zealand’s history
• Americans no longer know what is truth or even have the same 

facts

https://www.bloomberg.com/news/articles/2019-04-14/china-wins-allies-for-web-vision-in-ideological-battle-with-u-s
https://www.bloomberg.com/news/articles/2019-03-21/facebook-and-google-are-guilty-of-a-failure-to-take-ownership


Geopolitical Threats to 
Democracy – Predictions

• Russia’s interference in 2016 was a 
prelude for the attacks for the 2020 US 
election.
• Russia and China have social media posts 

poised and ready for release on election 
night stating voting irregularities in swing 
states
• Iran and N Korea’s involvement is less 

certain
• What will be the reaction from radical US voters?

There were so many domestic disinformation posts that 

it didn’t really matter.





So what can 
you do?



Get Your News from Reputable Sources
• Not Social Media!
• Not Facebook, Instagram, Twitter or YouTube
• Not from Memes! Who do you think has the time to build all of those 

clever memes?  Hint: Organizations that want to influence your thinking 
and behaviour. Don’t forward social media posts unless you created it.

• Get news from beyond your normal tailored news feeds! Not just 
Apple News, Google News, Putin News.
• Tailored news plays to your implicate bias based on your previous online 

behavour.
• You will only see what the algorithm thinks you want to see
• You will be missing the opposing viewpoint

• Vary your news sources
• News shows are not news; their entertainment 

Just No!



Critical Thinking beats Disinformation
• Seek out the logical opposing view that wont show up in your 

news feeds.
• Critical thinking always looks for multiple views of an issue.
• When our personalized news feeds show the opposition as “idiots” you 

are being manipulated. 
• The opposition are logical people, and they will present well thought out views.
• Always look for views that are presented as logical arguments. (Not sound bytes)

• Most of life is not sensational. 
• Daily life is generally mundane. 
• But the sensational gets us to click on the link. 
• Clicking on the link is what sells ads. 
• That’s how the eCommerce model works.



Confirmation Bias



Confirmation Bias



How to Spot Misinformation
https://crankyuncle.com/how-to-spot-and-tag-misinformation/

https://crankyuncle.com/how-to-spot-and-tag-misinformation/


Tips to protect yourself from disinformation
• Is your Social Media being used against you?
• Is your news being manipulated to your current 

political beliefs?
• Are you receiving “fake” news? Where are the 

footnotes or references from the news article 
that you are being presented?

• Talking heads is not news; its commentary
• What are the credentials for the “Expert?”

• Don’t use a news source that you would not 
have used as a reference in a college research 
paper.

• Don’t get your news from Social Media or 
YouTube

• Always look for the opposing viewpoint.

• Are you being presented with bias news or 
cherry picked facts? 

• What information is being omitted?
• Memes are not news:  Ever wonder who has 

time to build all those Facebook memes?
• Dont forward social media posts that are not 

yours. 
• Not all doctors are experts in epidemiology
• Not all scientist are climate scientist
• Recognize that a person that does not agree 

with your view may have different facts than 
you.  Agree on all the relevant facts first. Not just 
the ones you may have.

• Always look for opposing views that are 
presented as logical arguments.

• Be open to new data that my change your 
viewpoint.

• Show respect for the other person



• https://www.fpri.org/article/2017/10/extremist-content-russian-disinformation-online-working-tech-find-solutions/

• https://www.rand.org/pubs/research_reports/RR2713.html

• https://www.scientificamerican.com/article/cognitive-ability-and-vulnerability-to-fake-news/

• https://www.cbsnews.com/news/trump-facebook-twitter-covid-19-flu/

• https://www.usatoday.com/story/tech/2020/09/22/fake-facebook-pages-accounts-from-china-targeted-election-trump-
biden/3497641001/

• https://www.dw.com/en/zhenhua-data-leak-exposes-chinas-new-hybrid-warfare/a-55083540

• Balding warns that institutions and individuals in the West are underestimating the scale of the Chinese surveillance state and 
resources Beijing is pouring in to influence operations.

• "When democratic countries are faced with authoritarian threats that are seeking to influence individuals, politicians or universities, 
they should probably rethink the standards of data privacy and data security for citizens," he said.

• https://crankyuncle.com/how-to-spot-and-tag-misinformation/

• https://iopscience.iop.org/article/10.1088/1748-9326/aaa49f

• An effective rebuttal requires three elements. Fact. Myth. Fallacy. This video to explain how to tie these together into a cohesive 
debunking.

• https://eutoday.net/news/security-defence/2020/eeas-reports-fake-news

• we urged the European Commission to counter aggressive Russian and Chinese propaganda efforts that are exploiting the COVID-19 
pandemic to undermine the EU and sow mistrust in the local population towards the European Union.

• https://www.adfontesmedia.com/
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