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QUANTUM CRYPTOGRAPHY (QC) VS
POST QUANTUM CRYPTOGRAPHY (PQC)

PQC (new standards just released from NIST:
https://csrc.nist.gov/Projects/post-quantum-cryptography/selected-algorithms-2022 )

* has nothing to do with principles of quantum mechanics

* lattice-based or code-based (hard math problems) that there are no existing quantum algorithms to
break them (yet).

* (quantum annealing mimicking quantum computing)[1D-Wave?
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 provide provable security of information exchange

* No encryption or decryption; information becomes physical carried by photons

 Use to share private keys with symmetric key cryptography



KERCKHOFFS’S PRINCIPLE

Assume the adversaries know about the cryptosystem that you are using for secure
communication. The only thing we really need to keep secret 1s the KEY.

KEY 1s the vital part of the secure communication.
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Auguste Kerckhoffs
1835 - 1903

Dutch linguist &
cryptographer



SYMMETRIC KEY CRYPTOGRAPHY
(PRIVATE KEY)

The same key must be
Secure channel shared between Alice
(Shared secret key K1) and Bob.

Plaintext = x
Insecure channel Ciphertext =y

(Encrypted message) n
A ex(x) =y

K1 dael = (&

dg (y) = dg (ex(x)) = x
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ASYMMETRIC KEY
CRYPTOGRAPHY
J1970°S-PUBLIC KEY)

share keys

‘ A pair of keys,
:ﬁ:':g —» Encrypt 4"@/\—__\;—[" a private key
* Alice's a public key

public key

are used for encryptions and decryptions.
6EB69570 7P 7P

08E03CE4 Example:
RSA (multiplication of two prime numbers)

Alice ElGamal (Discrete Logarithm)

e —— (a® = b)
Hello A/h (log, a® = log, b)
-4— Decrypt Ya Ya

Alice! Alice's

private key



ALICE
{The Sender)

QUANTUM KEY DISTRIBUTION

Classicalf Public Channel

&

EVE
{The Eavesdropper)

Quantum Channel

. .~ Entangled Photon
Source

(QKD)

Information is carried by
photons

Same key can be sent to both
Alice and Bob

Provable security due to the
quantum properties of the
photons
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BB84 PROTOCOL

Alice's random bit

Alice's random sending basis

Photon polarization Alice sends

Bob's random measuring basis

Photon polarization Bob measures

PUBLIC DISCUSSION OF BASIS

Shared secret key

* Alice polarized the classical bits with X- or Z-basis

 Alice sends qubits to Bob
 Bob measures them with random basis of X or Z

* Bob basis matched Alice [] shared secret key

https://en.wikipedia.org/wiki/Quantum_key_distribution




NSA CONCERNS ON QKD

* QKD does not provide a means to authenticate the QKD transmission source

* Quantum key distribution 1s hardware-based, can’t be implemented in software or a service
on a network

* Quantum key distribution increases infrastructure costs and insider threat risks
* Securing and validating quantum key distribution is a significant challenge

* The sensitivity to an eavesdropper as the theoretical basis for QKD security claims also
shows that denial of service 1s a significant risk for QKD

https://www.nsa.gov/Cybersecurity/Quantum-Kevy-Distribution-OK D-and-Quantum-Cryptography-QC/




QUANTUM COMPUTING VS
QKD

QKD Quantum Computing

* Polarization of photons * Manipulate the qubits to perform quantum

« Measurement of the basis computing with quantum algorithms

- Entanglement * Interference / Superposition

Quantum circuit

Rectilinear
polarization

® @

Diagonal
polarization Superposition of

all possibilities

Computation driven interference Solution




VERY-VERY BRIEF INTRO OF QUANTUM
MECHANICS (FROM A MATH VIEWPOINT)




Quantum mechanics }‘ m
. ***Probabilistic model*** }A

» Bloch sphere in Hilbert space

|y > -- quantum state
/-basis (orthogonal)
10> ; | 1>

X-basis (orthogonal)

|—>=(0>—|1>)/"2

| +>=(0>+|1>)/V2;

® &

Rectilinear
polarization

® @

Diagonal
polarization
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QUANTUM STATES AND
SUPERPOSITION

A quantum state can be represented by:

Y > = a + ,6’ where |a|? + |B]? = 1, « and B are complex numbers

7

(1T qubit supéerposition

complex vector space WANTED

Superposition (unobservable states)

* Linear combinations of ompu’rc’rionol@ EJ.

DEAD & ALIVE
SCHRODINGER'S CAT

Observable states (observer effect)

« Measurement of qubit will cause the quantum state to collapse into one of
the basis states: |[0>or | 1>

« No-cloning of quantum states How about with 2 qubits?




ENTANGLEMENT AND BELL
STATES (EPR PAIR)

Quantum entanglement

« A pair of photons with perfect correlation as one system with one quantum
state (EPR pair—Einstein, Podolsky, Rosen)

* Measuring one photon will cause the other photon collapse into the same
quantum state

* Bell states — maximumly enfangled states: T
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g
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| Bog > = 100>+ 11> By > = 101>+ 10>
V2 V2
|00>/11> _|o1> - |10>

|B10 > //\/— 1B11 > = NG

Tensor product:  |01>=|0>Q | 1>



QUANTUM COMPUTING--
BUILDING QUANTUM CIRCUITS




HADAMARD GATES

MOST IMPORTANT GATES FOR QUANTUM CIRCUIT

|
H | 0) =—=(| 0)+|1))
10)-11) V2

—=1|
J5 11|1>=—,'f(;0>—11>)

V&

Hadamard _|0)+] 1)

(H) g

Dirac notation: ket |0 > and bra < 0| Transformation:

qubit with
superposition

classical bits




HADAMARD GATE WITH

MULTIPLE QUBITS




Hadamard % “
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QUANTUM GATES FOR MULTIPLE QUBITS

CNOT gate

input

output

Toffol1 gate

000
001
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011
100
1 01
111
110
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IBM QUANTUM

* Up-side-down chandelier
* Super cold — 15 millikelvin
* 20-qubit commercial system in Dec 2017

* Multiple quantum systems and world wide locations with
quantum computing on-site

* Nov 16, 2021 — Eagle (127-qubit quantum processor)
* 2022 — Osprey (433 qubits)

* 2023 — Condor (1,221 qubits)

* Vision for future — quantum data center

(using half of the qubits for error corrections)




IBM SYSTEM TWO

* Heron processor
(133-qubit)

* Run 1800 gates within
coherence times

* Lowest-error /
highest-performing
processor

* 2024 three coupled
Heron Processors

https://www.ibm.com/quantum/summit-2023#overvi
eEwW




Open Plan

g quantum computing and
oring IBM quantum

nology.

o Qiskit® Runtime as a

s to 100+ qubit utility-

Pay-as-you-go

No

Performing utility-scale quantum
research projects and testing
th fle

v Access to IBM Quantum™

technical support

$1.60 USD / second

Premium Plan

Executing a strategic quantum
roadmap and developing utility-
scale quantum algorithms and
applic

Access to Qiskit Runtime as a

Access to IBM Quantum

technical support

- offering

toryeyStems

Price varies

Exploring quantum algorithms

and applicati th high control

your re ces and data.

Qiskit Runtime as a

ss to 100+ qubit utility-

scale

purchased as a service

Optional system location on
client site

Price varies

Free
Up to 10 minutes of runtime on
utility-scale systems per month

$1.60 USD / Second
Pay for what you need . Billed Per
Second
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QUANTUM ALGORITHMS--
PERFORMING BETTER THAN CLASSICAL
ALGORITHMS

Deutsch-Jozsa algorithm (The oracle / search algorithm on specific problem)

* Generic circuit for the Deutsch-Jozsa algorithm

e https://learn.qgiskit.org/course/ch-algorithms/deutsch-jozsa-algorithm

Quantum oracle




QUANTUM ALGORITHMS--
BREAKING CRYPTO BY SEARCHING THE
KEY

IBMQ Qiskit implementation:
* Grover’s Algorithm [J unstructured Search problems

e https://learn.qiskit.org/course/ch-algorithms/grovers-algorithm




QUANTUM ALGORITHMS--
BREAKING PUBLIC KEY CRYPTO

IBMQ Qiskit implementation:
* Shor’s Algorithm [ Factoring integers in polynomial time (two primes-RSA)

* https://learn.qiskit.org/course/ch-algorithms/shors-algorithm




MORE QUANTUM ALGORITHMS

Other quantum algorithms on IBMQ Qiskit ready for implementation:
* Sitmon’s Algorithm (exponential speed-up for factoring)

* Quantum Walk Search (classical Markov Chain-graph theory)

* QKD

Quantum attacks on AES (theoretically):

* Sitmon’s Algorithm

* Quantum Square

* Quantum DS-MITM (man in the middle attack)

Ref: Quantum Security Analysis of AES: https://eprint.iacr.org/2019/272.pdf




QUANTUM LIMITATION

* The more qubits, the faster/better the computation?? NOT REALLY
* High error rate (25%); need error correction
* Superconductor as quantum processors ; hardware limitation

* Super cold temperature (Ion-trap can operate at room temperature)

* In general, quadruple computation speed up only

* Accessibility to quantum processors/network
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NIST PQC STANDARD—
NOT YET HAVE ONE

Selected algorithms in 2022 and round 4 submission:

* Public-key encryption and key-establishment algorithms
* CRYSTALS-KYBER
* BIKE
* Classic McEliece
. HQC

* Digital Signature Algorithms
* CRYSTALS-DILITHIUM
* FALCON
 SPHINCS+

Comments Requested on Three Draft FIPS fo st-Quantum Crypto:

e DraftFIP
e Draft Fif
e Draftl

D
P
D

https://csrc.nist.gov/projects/post-quantum-cryptography




REALITY VS MYTHS
WHAT IS ACTUALLY OUT THERE RIGHT
NOW?




AWS--AMAZON BRAKET

* “fully managed quantum computing service...speed up scientific research and software
development for quantum computing.”

Gate-based ion-trap processors

Trapped-ion quantum computers implement qubits usi

charged atoms called ions. The ions are confined and

space using electromagnetic fields. Amazon Braket provi

Gate-based superconducting processors trap quantum computers from lonQ.

Superconducting qubits are built with superconducting electric circuits

operating at cryogenic temperature

Amazon Braket pr S ac

quantum hardware based on superconducting qubits from R

Learn more about Rigetti gate-
based superconducting processors

»

Learn more about gate-based ion-trap processors »

OQC

Learn more about OQC gate-based

superconducting processors »

https://aws.amazon.com/braket/

ctronic states of

ed quantum computers take adva

ns between neutral aton

QuEra Cor

COMPUTING INC.

Learn more about QuEra Rydberg atom-based processors »



Quantum Computers (on-demand)

Hardware Provider

QPU family

Aspen-M

Per-task price Per-shot price

0.30000 $0.01000

$0.00035

$0.01000

Hardware Provider

lonQ

Rigetti

QPU family

Per-hour rate
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Fig. 6. Bohr-IV Quantum Network Architecture: Equipment Hubs are connected n a ring topology with five client Quantum
Nodes connected to every Equipment Hub 1n a hub-and-spoke topology. This hybnd ring/spoke architecture 1s scaled by adding

additional Equipment Hubs, which 1n turn adds additional Quantum Nodes.

https://arxiv.org/ftp/arxiv/papers/2211/2211.1487 1 .pdf
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IEQNET (ILLINOIS-EXPRESS QUANTUM
NETWORK) METROPOLITAN TESTBED

* Research on architecture for a metropolitan-scale network
* Led by Fermilab (Dept of Energy)

https://iegnet.fthal.gov/
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QUANTUM MEMORY NETWORK—
LONG ISLAND, NY

* Brookhaven National Lab (BNL)+
* Stony Brook U (SBU)+

* DOE Energy Sciences Network
(ESnet)

* Goal 1s to build a Q-LAN /
Entanglement swapping

Vision for quantum internet
NOT REAL!

https://www.osti.ecov/servlets/purl/1638794
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NASA--LCRD
MISSION CENTER @ LAS CRUCES, NM

* LCRD--Laser Communications relay
Demonstration

* Optical communications testbed in space
e Launched Dec 7, 2021

https://www.nasa.gov/mission_pages/tdm/lcrd/index.html




MICTUS—QUANTUM SATELLITE
(CHINA)

e Launched 2016
o Satellite altitude— 500 km

* Two ground stations, Nanshan and Delingha,
1,120 km apart

* From a Chinese research project called
QUESS—CQuantum Experiments at Space Scale
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QKD IMPLEMENTATION

* Tokyo QKD network * Distance [ biggest obstacle
* Free space propagation

In part of NICT open test bed network Bagas . .
"Japan Giga Bit Network" ® EITOI' I‘ates and COI‘I’CCtIng
JGN2
(ﬁ s - g

* No standards for quantum communication

Hakusan )

2 km * No nationwide quantum network vet
12 k//// q Yy

13 km_ * Quantum layer Integrated with classical

45 km
~ e Hongo )

O ———— S— _ systems | HOW 27

: @ * Has its own set of vulnerabilities
(NSA concerns)
eyl °© Need a framework to deploy securely




Data channel is the classical channel

MPLS

Edge
router

—ll

Nl

SOUTH KOREA QKD DEPLOYMENT

OKD#2
Router#1 ks

QKD#4

QKD system
at Daejeon city

Data channel: 10 G

Short distance (38 km)
Quantum channel

Data channel: 10 G

Quantum channel

Commercially available

OKD#]
s Router#3

= - -
- o -

QKD#3

DU
LTE access
DU (Digital unit)
QKD system

at Sejong city
atSejong ety | sec-axp(20) Fa4



Polarization Entangled Photon

Source

B

——%

B ——
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QUBITEKK

HTTPS://QUBITEKK.COM/PRODUCTS/

F More than 10,000 pairs
b

of entangled photons

Special crystal

QKD devices

Timing 1s ex
important

tremel




THE FUTURE? —
DARPA PROGRAM QUANET

e Could this be the future?

* Quantum-Augmented Network
(QUANET) Charlie

* A Network Security Revolution
Enhanced By Quantum
Communication

44 6

Topology with quantum and

https://sam.gov/opp/60917f7ea74845bf8f6aaal382813186/view classical links
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Thank you !!
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IBM QUANTUM
INTRO TO QISKIT




Open source platform-Qiskit:

https://quantum-computing.ibm.com/

Create an IBMid account:

Sign in to IBM Quantum

New o TEM Nuantum?

Create an IBMid account.

Already have an IBM account? Log in

Sign up for an IBMid

1. Account information

United States o neric:

2. Verify email

QISKIT

AutoFill with Linkedin
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Quantum gates
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Qiskit v

Open in Quantum Lab

1

B WM

o

= O WO 0

[

13

from giskit impozxt
QuantumRegister,
ClassicalRegister,
QuantumCircuit

from numpy import pi

greg_q = QuantumRegister(4,
lql)

creg ¢ = ClassicalRegister
(4, 'c')

circuit = QuantumCircuit
(qreg_q, creg_c)

circuit.h(greg _q[0])
circuit.h(qreg_q[1])
circuit.h(gqreg_q[2])
circuit.cx(qreg_q[0], qreg_q
[11)

circuit.ccx(qreg_q[1], qreg_q
(2], qreg q[3])
circuit.measure(qreg_q[2],
creg_c[2])

PYTHON CODE

1 and 2
Loading packages

4 = set the size of the circuit, building the circuit
with 4 qubits

5 = measurement, classical bits

6 = name of this circuit

8-10 = apply Hadamard transformation to 3 of the
4 qubits

11 = CNOT gate; q[0] as input bit and q[1] as
target bit

12 = Toffoli gate; q[1] and q[2] as input bits and
q[3] as target bit

13 = measure q[2] and register on ¢[2]

q[e]
q[1]
q[2]
q[3]

cd

4

A

JB
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